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Avaya Spaces is not just any collaboration tool. Sure, it integrates multiple forms of communication (i.e. voice, video, instant 
messaging). It’s got an easy-to-navigate interface. But it’s not a complex, enterprise-level ‘project management’ platform. It’s 
not an individual task-list solution, either.

Spaces was created for everyone who’s stuck in-between. It’s designed for teams that need a simple and effective way for 
groups to track communications and manage tasks—without being overwhelmed by clutter or chatter. It’s a step up from 
individual task lists, without the jump to large and expensive communication platforms.

Spaces supports all of today’s most preferred forms of communication (like phone, email and chat) so that every person in your 
organization can work the best way they know how. We also added vital collaboration tools like document and screen-sharing 
and meeting scheduling so that users don’t have to juggle multiple balls at once.

Avaya Spaces User Manual
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Notice
While reasonable efforts have been made to ensure that the 
information in this document is complete and accurate at the 
time of printing, Avaya assumes no liability for any errors. 
Avaya reserves the right to make changes and corrections to 
the information in this document without the obligation to 
notify any person or organization of such changes.
Documentation disclaimer
“Documentation” means information published in varying 
mediums which may include product information, operating 
instructions and performance specifications that are gener-
ally made available to users of products. Documentation 
does not include marketing materials.
Avaya shall not be responsible for any modifications, addi-
tions, or deletions to the original published version of Docu-
mentation unless such modifications, additions, or deletions 
were performed by or on the express behalf of Avaya. End 
User agrees to indemnify and hold harmless Avaya, Avaya's 
agents, servants and employees against all claims, lawsuits, 
demands and judgments arising out of, or in connection with, 
subsequent modifications, additions or deletions to this doc-
umentation, to the extent made by End User.
Link disclaimer
Avaya is not responsible for the contents or reliability of any 
linked websites referenced within this site or Documentation 
provided by Avaya. Avaya is not responsible for the accuracy 
of any information, statement or content provided on these 
sites and does not necessarily endorse the products, ser-
vices, or information described or offered within them. Avaya 
does not guarantee that these links will work all the time and 
has no control over the availability of the linked pages.
Warranty
Avaya provides a limited warranty on Avaya hardware and 
software. Refer to your sales agreement to establish the 
terms of the limited warranty. In addition, Avaya’s standard 
warranty language, as well as information regarding support 
for this product while under warranty is available to Avaya 
customers and other parties through the Avaya Support web-
site: https://support.avaya.com/helpcenter/ getGenericDe-
tails?detailId=C20091120112456651010 under the link 
“Warranty & Product Lifecycle” or such successor site as des-
ignated by Avaya. Please note that if You acquired the prod-
uct(s) from an authorized Avaya Channel Partner outside of 
the United States and Canada, the warranty is provided to 
You by said Avaya Channel Partner and not by Avaya.
“Hosted Service” means an Avaya hosted service subscrip-
tion that You acquire from either Avaya or an authorized 
Avaya Channel Partner (as applicable) and which is 
described further in Hosted SAS or other service description 
documentation regarding the applicable hosted service. If 
You purchase a Hosted Service subscription, the foregoing 
limited warranty may not apply but You may be entitled to 
support services in connection with the Hosted Service as 
described further in your service description documents for 
the applicable Hosted Service. Contact Avaya or Avaya Chan-
nel Partner (as applicable) for more information.
Hosted Service
THE FOLLOWING APPLIES ONLY IF YOU PURCHASE AN 
AVAYA HOSTED SERVICE SUBSCRIPTION FROM AVAYA OR 
AN AVAYA CHANNEL PARTNER (AS APPLICABLE), THE 
TERMS OF USE FOR HOSTED SERVICES ARE AVAILABLE ON 
THE AVAYA WEBSITE, HTTPS://SUPPORT.AVAYA.COM/
LICENSEINFO UNDER THE LINK “Avaya Terms of Use for 

Hosted Services” OR SUCH SUCCESSOR SITE AS DESIG-
NATED BY AVAYA, AND ARE APPLICABLE TO ANYONE WHO 
ACCESSES OR USES THE HOSTED SERVICE. BY ACCESSING 
OR USING THE HOSTED SERVICE, OR AUTHORIZING OTH-
ERS TO DO SO, YOU, ON BEHALF OF YOURSELF AND THE 
ENTITY FOR WHOM YOU ARE DOING SO (HEREINAFTER 
REFERRED TO INTERCHANGEABLY AS “YOU” AND “END 
USER”), AGREE TO THE TERMS OF USE. IF YOU ARE ACCEPT-
ING THE TERMS OF USE ON BEHALF A COMPANY OR 
OTHER LEGAL ENTITY, YOU REPRESENT THAT YOU HAVE 
THE AUTHORITY TO BIND SUCH ENTITY TO THESE TERMS 
OF USE. IF YOU DO NOT HAVE SUCH AUTHORITY, OR IF YOU 
DO NOT WISH TO ACCEPT THESE TERMS OF USE, YOU 
MUST NOT ACCESS OR USE THE HOSTED SERVICE OR 
AUTHORIZE ANYONE TO ACCESS OR USE THE HOSTED SER-
VICE.
Licenses
THE SOFTWARE LICENSE TERMS AVAILABLE ON THE 
AVAYA WEBSITE,  HTTPS://SUPPORT.AVAYA.COM/LICEN-
SEINFO, UNDER THE LINK “AVAYA SOFTWARE LICENSE 
TERMS (Avaya Products)” OR SUCH SUCCESSOR SITE AS 
DESIGNATED BY AVAYA, ARE APPLICABLE TO ANYONE 
WHO DOWNLOADS, USES AND/OR INSTALLS AVAYA SOFT-
WARE, PURCHASED FROM AVAYA INC., ANY AVAYA AFFILI-
ATE, OR AN AVAYA CHANNEL PARTNER (AS APPLICABLE) 
UNDER A COMMERCIAL AGREEMENT WITH AVAYA OR AN 
AVAYA CHANNEL PARTNER. UNLESS OTHERWISE AGREED 
TO BY AVAYA IN WRITING, AVAYA DOES NOT EXTEND THIS 
LICENSE IF THE SOFTWARE WAS OBTAINED FROM ANYONE 
OTHER THAN AVAYA, AN AVAYA AFFILIATE OR AN AVAYA 
CHANNEL PARTNER; AVAYA RESERVES THE RIGHT TO 
TAKE LEGAL ACTION AGAINST YOU AND ANYONE ELSE 
USING OR SELLING THE SOFTWARE WITHOUT A LICENSE. 
BY INSTALLING, DOWNLOADING OR USING THE SOFTWARE, 
OR AUTHORIZING OTHERS TO DO SO, YOU, ON BEHALF OF 
YOURSELF AND THE ENTITY FOR WHOM YOU ARE INSTALL-
ING, DOWNLOADING OR USING THE SOFTWARE (HEREINAF-
TER REFERRED TO INTERCHANGEABLY AS “YOU” AND “END 
USER”), AGREE TO THESE TERMS AND CONDITIONS AND 
CREATE A BINDING CONTRACT BETWEEN YOU AND AVAYA 
INC. OR THE APPLICABLE AVAYA AFFILIATE (“AVAYA”).
Avaya grants You a license within the scope of the license 
types described below, with the exception of Heritage Nortel 
Software, for which the scope of the license is detailed 
below. Where the order documentation does not expressly 
identify a license type, the applicable license will be a Desig-
nated System License as set forth below in the Designated 
System(s) License (DS) section as applicable. The applicable 
number of licenses and units of capacity for which the 
license is granted will be one (1), unless a different number of 
licenses or units of capacity is specified in the documenta-
tion or other materials available to You. “Software” means 
computer programs in object code, provided by Avaya or an 
Avaya Channel Partner, whether as stand-alone products, 
pre-installed on hardware products, and any upgrades, 
updates, patches, bug fixes, or modified versions thereto. 
“Designated Processor” means a single stand-alone comput-
ing device. “Server” means a set of Designated Processors 
that hosts (physically or virtually) a software application to be 
accessed by multiple users. “Instance” means a single copy 
of the Software executing at a particular time: (i) on one phys-
ical machine; or (ii) on one deployed software virtual machine 
(“VM”) or similar deployment.
License types

HTTPS://SUPPORT.AVAYA.COM/LICENSEINFO
HTTPS://SUPPORT.AVAYA.COM/LICENSEINFO
https://support.avaya.com/helpcenter/getGenericDetails?detailId=C20091120112456651010
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Designated System(s) License (DS). End User may install and 
use each copy or an Instance of the Software only: 1) on a 
number of Designated Processors up to the number indi-
cated in the order; or 2) up to the number of Instances of the 
Software as indicated in the order, Documentation, or as 
authorized by Avaya in writing. Avaya may require the Desig-
nated Processor(s) to be identified in the order by type, serial 
number, feature key, Instance, location or other specific des-
ignation, or to be provided by End User to Avaya through elec-
tronic means established by Avaya specifically for this 
purpose.
Concurrent User License (CU). End User may install and use 
the Software on multiple Designated Processors or one or 
more Servers, so long as only the licensed number of Units 
are accessing and using the Software at any given time. A 
“Unit” means the unit on which Avaya, at its sole discretion, 
bases the pricing of its licenses and can be, without limita-
tion, an agent, port or user, an e-mail or voice mail account in 
the name of a person or corporate function (e.g., webmaster 
or helpdesk), or a directory entry in the administrative data-
base utilized by the Software that permits one user to inter-
face with the Software. Units may be linked to a specific, 
identified Server or an Instance of the Software.
Named User License (NU). You may: (i) install and use each 
copy or Instance of the Software on a single Designated Pro-
cessor or Server per authorized Named User (defined below); 
or (ii) install and use each copy or Instance of the Software 
on a Server so long as only authorized Named Users access 
and use the Software. “Named
User”, means a user or device that has been expressly autho-
rized by Avaya to access and use the Software. At Avaya’s 
sole discretion, a “Named User” may be, without limitation, 
designated by name, corporate function (e.g., webmaster or 
helpdesk), an e-mail or voice mail account in the name of a 
person or corporate function, or a directory entry in the 
administrative database utilized by the Software that permits 
one user to interface with the Software.
Heritage Nortel Software
“Heritage Nortel Software” means the software that was 
acquired by Avaya as part of its purchase of the Nortel Enter-
prise Solutions Business in December 2009. The Heritage 
Nortel Software is the software contained within the list of 
Heritage Nortel Products located at https://sup-
port.avaya.com/LicenseInfo under the link “Heritage Nortel 
Products” or such successor site as designated by Avaya. 
For Heritage Nortel Software, Avaya grants Customer a 
license to use Heritage Nortel Software provided hereunder 
solely to the extent of the authorized activation or authorized 
usage level, solely for the purpose specified in the Documen-
tation, and solely as embedded in, for execution on, or for 
communication with Avaya equipment. Charges for Heritage 
Nortel Software may be based on extent of activation or use 
authorized as specified in an order or invoice.
Copyright
Except where expressly stated otherwise, no use should be 
made of materials on this site, the Documentation, Software, 
Hosted Service, or hardware provided by Avaya. All content 
on this site, the documentation, Hosted Service, and the prod-
uct provided by Avaya including the selection, arrangement 
and design of the content is owned either by Avaya or its 
licensors and is protected by copyright and other intellectual 
property laws including the sui generis rights relating to the 
protection of databases. You may not modify, copy, repro-
duce, republish, upload, post, transmit or distribute in any way 
any content, in whole or in part, including any code and soft-

ware unless expressly authorized by Avaya. Unauthorized 
reproduction, transmission, dissemination, storage, and or 
use without the express written consent of Avaya can be a 
criminal, as well as a civil offense under the applicable law.
Virtualization
The following applies if the product is deployed on a virtual 
machine. Each product has its own ordering code and license 
types. Note, unless otherwise stated, that each Instance of a 
product must be separately licensed and ordered. For exam-
ple, if the end user customer or Avaya Channel Partner would 
like to install two Instances of the same type of products, 
then two products of that type must be ordered.
Third Party Components
“Third Party Components” mean certain software programs 
or portions thereof included in the Software or Hosted Ser-
vice may contain software (including open source software) 
distributed under third party agreements (“Third Party Com-
ponents”), which contain terms regarding the rights to use 
certain portions of the Software (“Third Party Terms”). As 
required, information regarding distributed Linux OS source 
code (for those products that have distributed Linux OS 
source code) and identifying the copyright holders of the 
Third Party Components and the Third Party Terms that apply 
is available in the products, Documentation or on Avaya’s 
website at: https:// support.avaya.com/Copyright or such 
successor site as designated by Avaya. The open source 
software license terms provided as Third Party Terms are 
consistent with the license rights granted in these Software 
License Terms, and may contain additional rights benefiting 
You, such as modification and distribution of the open source 
software. The Third Party Terms shall take precedence over 
these Software License Terms, solely with respect to the 
applicable Third Party Components to the extent that these 
Software License Terms impose greater restrictions on You 
than the applicable Third Party Terms.
The following applies only if the H.264 (AVC) codec is distrib-
uted with the product. THIS PRODUCT IS LICENSED UNDER 
THE AVC PATENT PORTFOLIO LICENSE FOR THE PER-
SONAL USE OF A CONSUMER OR OTHER USES IN WHICH IT 
DOES NOT RECEIVE REMUNERATION TO (i) ENCODE VIDEO 
IN COMPLIANCE WITH THE AVC STANDARD (“AVC VIDEO”) 
AND/OR (ii) DECODE AVC VIDEO THAT WAS ENCODED BY A 
CONSUMER ENGAGED IN A PERSONAL ACTIVITY AND/OR 
WAS OBTAINED FROM A VIDEO PROVIDER LICENSED TO 
PROVIDE AVC VIDEO. NO LICENSE IS GRANTED OR SHALL 
BE IMPLIED FOR ANY OTHER USE. ADDITIONAL INFORMA-
TION MAY BE OBTAINED FROM MPEG LA, L.L.C. SEE HTTP:/
/WWW.MPEGLA.COM.
Service Provider
THE FOLLOWING APPLIES TO AVAYA CHANNEL PARTNER’S 
HOSTING OF AVAYA PRODUCTS OR SERVICES. THE PROD-
UCT OR HOSTED SERVICE MAY USE THIRD PARTY COMPO-
NENTS SUBJECT TO THIRD PARTY TERMS AND REQUIRE A 
SERVICE PROVIDER TO BE INDEPENDENTLY LICENSED 
DIRECTLY FROM THE THIRD PARTY SUPPLIER. AN AVAYA 
CHANNEL PARTNER’S HOSTING OF AVAYA PRODUCTS 
MUST BE AUTHORIZED IN WRITING BY AVAYA AND IF 
THOSE HOSTED PRODUCTS USE OR EMBED CERTAIN THIRD 
PARTY SOFTWARE, INCLUDING BUT NOT LIMITED TO MIC-
ROSOFT SOFTWARE OR CODECS, THE AVAYA CHANNEL 
PARTNER IS REQUIRED TO INDEPENDENTLY OBTAIN ANY 
APPLICABLE LICENSE AGREEMENTS, AT THE AVAYA CHAN-
NEL PARTNER’S EXPENSE, DIRECTLY FROM THE APPLICA-
BLE THIRD PARTY SUPPLIER.

https://support.avaya.com/Copyright
HTTP://WWW.MPEGLA.COM
HTTP://WWW.MPEGLA.COM


WITH RESPECT TO CODECS, IF THE AVAYA  CHANNEL 
PARTNER IS HOSTING ANY PRODUCTS THAT USE OR 
EMBED THE G.729 CODEC, H.264 CODEC, OR H.265 CODEC, 
THE  AVAYA CHANNEL PARTNER ACKNOWLEDGES AND 
AGREES THE AVAYA CHANNEL PARTNER IS RESPONSIBLE 
FOR ANY AND ALL RELATED FEES AND/OR ROYALTIES. THE 
G.729 CODEC IS LICENSED BY SIPRO LAB TELECOM INC. 
SEE WWW.SIPRO.COM/CONTACT.HTML. THE H.264 (AVC) 
CODEC IS LICENSED UNDER THE AVC PATENT PORTFOLIO 
LICENSE FOR THE PERSONAL USE OF A CONSUMER OR 
OTHER USES IN WHICH IT DOES NOT RECEIVE REMUNERA-
TION TO: (I) ENCODE VIDEO IN COMPLIANCE WITH THE AVC 
STANDARD (“AVC VIDEO”) AND/OR (II) DECODE AVC VIDEO 
THAT WAS ENCODED BY A CONSUMER ENGAGED IN A PER-
SONAL ACTIVITY AND/OR WAS OBTAINED FROM A VIDEO 
PROVIDER LICENSED TO PROVIDE AVC VIDEO. NO LICENSE 
IS GRANTED OR SHALL BE IMPLIED FOR ANY OTHER USE. 
ADDITIONAL INFORMATION FOR H.264 (AVC) AND H.265 
(HEVC) CODECS MAY BE OBTAINED FROM MPEG LA, L.L.C. 
SEE HTTP:// WWW.MPEGLA.COM.
Compliance with Laws
You acknowledge and agree that it is Your responsibility for 
complying with any applicable laws and regulations, includ-
ing, but not limited to laws and regulations related to call 
recording, data privacy, intellectual property, trade secret, 
fraud, and music performance rights, in the country or terri-
tory where the Avaya product is used.

Preventing Toll Fraud
“Toll Fraud” is the unauthorized use of your telecommunica-
tions system by an unauthorized party (for example, a person 
who is not a corporate employee, agent, subcontractor, or is 
not working on your company's behalf). Be aware that there 
can be a risk of Toll Fraud associated with your system and 
that, if Toll Fraud occurs, it can result in substantial additional 
charges for your telecommunications services.
Avaya Toll Fraud intervention
If You suspect that You are being victimized by Toll Fraud 
and You need technical assistance or support, call Technical 
Service Center Toll Fraud Intervention Hotline at 
+1-800-643-2353 for the United States and Canada. For addi-
tional support telephone numbers, see the Avaya Support 
website: https://support.avaya.com or such successor site 
as designated by Avaya.
Security Vulnerabilities
Information about Avaya’s security support policies can be 
found in the Security Policies and Support section of https:// 
support.avaya.com/security.
Suspected Avaya product security vulnerabilities are handled 
per the Avaya Product Security Support Flow (https:// sup-
port.avaya.com/css/P8/documents/100161515).
Downloading Documentation
For the most current versions of Documentation, see the 
Avaya Support website: https://support.avaya.com, or such 
successor site as designated by Avaya.
Contact Avaya Support
See the Avaya Support website: https://support.avaya.com 
for product or Hosted Service notices and articles, or to 
report a problem with your Avaya product or Hosted Service. 
For a list of support telephone numbers and contact 
addresses, go to the Avaya Support website: https://sup-
port.avaya.com (or such successor site as designated by 

Avaya), scroll to the bottom of the page, and select Contact 
Avaya Support.
Trademarks
The trademarks, logos and service marks (“Marks”) displayed 
in this site, the Documentation, Hosted Service(s), and prod-
uct(s) provided by Avaya are the registered or unregistered 
Marks of Avaya, its affiliates, its licensors, its suppliers, or 
other third parties. Users are not permitted to use such Marks 
without prior written consent from
 
Avaya or such third party which may own the Mark. Nothing 
contained in this site, the Documentation, Hosted Service(s) 
and product(s) should be construed as granting, by implica-
tion, estoppel, or otherwise, any license or right in and to the 
Marks without the express written permission of Avaya or the 
applicable third party.
Avaya is a registered trademark of Avaya Inc.
All non-Avaya trademarks are the property of their respective 
owners. Linux® is the registered trademark of Linus Torvalds 
in the U.S. and other countries.

https://WWW.SIPRO.COM/CONTACT.HTML
HTTP:// WWW.MPEGLA.COM
https://support.avaya.com
https://support.avaya.com/security
https://support.avaya.com/security
https://support.avaya.com/css/P8/documents/100161515
https://support.avaya.com/css/P8/documents/100161515
https://support.avaya.com
https://support.avaya.com
https://support.avaya.com
https://support.avaya.com
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CONFIGURING SPACES

Whitelisting

Before proceeding, it is necessary for the network administrator to add the avayacloud.com domain to the whitelist for the 
company site.

Creating a Company and Domain

Once the program has been purchased, it must be setup.  Before continuing, the site administrator must create a company and 
add a domain.  If this has already been done, you can skip this step.

1. Open a browser to go to  accounts.zang.io.  Login with administrator credentials.

Ch. 1 - Configuring Spaces

1
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2. Create your company if it has not already been setup.  Click Manage Companies.  Select Add New Company.

3. Enter a name and description (optional) for your company.  When ready, click Save.

4. Edit your company and go to the Domains tab.  Select Add Domain.



15Avaya Spaces User Manual

Configuring Spaces

Avaya Inc.

5. Enter your domain name, then click OK.  Add multiple domains if required.

6. You must verify ownership of the domain before you can continue.  Click the Verify icon.

7. Follow the on-screen instructions to add the verification code to your domain account.  Your ability to login and modify the 
domain is considered proof of ownership and the installation can proceed.

Note:  Click Manual verify to have Avaya personnel verify the ownership of the listed domain.  You will be 
notified when the verification is complete.  It is strongly recommended that you use the Verify button.
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Adding Users to the Company

Once the company has been created and the domain added and verified, start adding users to the company.

1. On the Manage Companies > Manage Users tab, click Invite New User.

2. Enter the details for the user (first name, last name, email address), and when finished click Save.

3. Repeat as required to add all of your users to the company.

Note:  All users added to this company must have an email address that belongs to one of the named domains.
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Importing Users

If you have large numbers of users to add to the company, you can import their details using a comma delimited, CSV formatted 
file.  Most applications allow you to export user data into a CSV file.  You can also create one manually using Notepad or other 
similar application.

1. To import users to the company using a CSV file, go to the Manage Companies > Manage Users tab and click Tools.  
Select Import from CSV.

2. Click the Import from CSV button.

Caution:  It is recommended that you use a simple ASCII text editor like Notepad when working with these files.  
Other applications can save the file with the CSV extension, but may add their own characters that can prevent it 
from being usable here.
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3. The CSV file must be formatted correctly.  From the dropdown menus, choose the Separator, the Quotechar, and then 
specify the file to import user data from.  When finished, click Import.

Hint:  Click on the Example links to download sample files with the correct formatting.  Use these as a guide for creating a 
user data file of your own.
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4. All of the invitees will receive an email.  Clicking the link will launch Avaya Spaces where they can create their credentials.  
Once they have signed-in, they will appear within the Manage Users tab.

Note: The Business licenses are allocated on a first-come, first-served basis and stay with the user.  Anyone who 
connects after all of these licenses are in use will be given a free Business license for 90 days, after which their 
account will revert to Essential.  The administrator can manually adjust all license usage from the Admin Area.  
Power level licenses are always allocated by the administrator.
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Assigning Users

As your corporate requirements change, you may find it necessary to change the plan that you have selected.  The 
accounts.zang.io site allows you to monitor license usage and manage user accounts.  However, to assign users a specific type 
of account, you must go to the Admin Area from within Spaces.

1. Login to Avaya Spaces with an administrator account.  From the Dashboard, click the arrow icon beside your name.  
Select Admin Area from the dropdown menu.

2. The details of the plan you purchased are displayed.
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If you have not yet purchased a plan for your company, you will be prompted to do so now.  Click Purchase to be taken to 
the Avaya Cloud store.

 - Clicking the Upgrade button will return you to the store to modify your company’s plan.

 - Use the Manage button to open a window where you can redistribute user licenses.
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Place a check in the box beside one or more users in the Unallocated list.  

Open the Actions dropdown menu and select a license level to apply to the selected users.  They will be moved to the Allocated 
licenses list.

On the list of allocated users, place a check mark in the boxes beside all users whose licenses you want to deactivate, then click 
the Deallocate button.  They will be moved to the Un-allocated list and those licenses will become available for use by others.

Note: Once a user has been unallocated, they will never again acquire a new license automatically, except for 
Essential.  The administrator must manually allocate them a new license.

{

{
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Admin Area Menu

Once the initial setup of the company is complete, the Admin Area provides 3 menu items that allow you to manage the 
company.

Settings

Use the Settings menu to manage all aspects of the company within Avaya Spaces.  Change the company name or description. 

Additional domains can be added to the company through this menu as needed.  This allows for a greater variety of email 
addresses to be included with the company plan.

Message Retention

The maximum length of time to keep messages in Spaces is also set from here and affects all users in the company.  All 
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messages will be deleted from the program after the number of days configured here.  Younger messages are kept until they 
also reach the threshold.

Setting a value here establishes the maximum time that messages will be kept.  Users can set lower limits within their Spaces 
as required.

Select ONE of the following.

Use system policy:  The system policy is configured at the database level and defaults to 730 days (2 years).  Enable this 
option to use the system default value.

Delete messages after X days:  Specify the number of days after which messages will be deleted.  This value overrides the 
value for System Policy.

Keep message forever:  Never delete messages (see Message Retention Policy Hierarchy below).  Remove all limits on 
message storage.

Message Retention Policy Hierarchy

There are 3 levels at which the message retention policy can be set.  In order of precedence, they are:

• Company Administrator (this section):  Any settings made here affect ALL Spaces within the corporation.

• Space Admin User:  Changes here can only be made by a user with admin level access to that Space, and these changes 
only affect that Space.  No value can exceed the setting made by the Company Administrator.  Use system policy sets the 
value to the Company Administrator level setting.  Delete messages after...  sets the message maximum retention length 
not in excess of the value (if any) set by the Company Administrator.  Keep message forever is only available if the 
Company Administrator has also selected this value.

• Database:  The default value is 730 days (2 years).  The Company Admin and Space Admin User must both select Use 
system policy for the default value to be used.  This value can only be changed by Avaya personnel.  Contact Avaya support 
for assistance.

The Company Administrator sets the absolute upper limit for message retention.  The Space Admin User can only reduce the 
retention period.  The Database value is used only if both the Company and Space Admin have selected Use system policy.  

If multiple settings are configured at the various levels, the lowest value will be used.  For example, if the Company Admin sets 
message retention to 200 days, and the Space Admin User sets the value to 100 days, then 100 days will be used.

Important:  The term Messages encompasses all data including Direct messages, Chat messages, Posts and Tasks.

Note:  There is a delay of approximately 24 hours before messages beyond the threshold will be deleted.  If you 
set the wrong value by mistake, you have some time to fix it before messages are deleted.
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Users

The Users panel lets the administrator track all users invited into Avaya Spaces.  From here, you can add more users, or remove 
existing ones from the company.  View the plan associated with each user, and whether or not they are active. 

Note: Users that have no plan associated with them have not yet logged into Avaya Spaces.
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Plans

This panel lets you view the status of your current Avaya Spaces subscriptions.

To change the plan, click the Upgrade button to go to the web store where you can change the numbers of your licenses.
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THE DASHBOARD

The Dashboard is the place you land whenever you launch Avaya SpacesTM.

Whenever you are already in a Space, you can return to the dashboard by clicking the Dashboard button.

Ch. 2 - The Dashboard

2
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User Spaces

This region is devoted to displays showing all of your Spaces and those that you have been invited into.  Clicking on the item 
title will take you to that tab in the proper Space.

Files

The Files tab shows all of the files that have been uploaded across all Spaces that you have access to.  Use this list to easily 
find and download any files that want to review.
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My Tasks

View all of the Tasks assigned to you that are unfinished on this one list.  Click on an item to open the Task for commenting or 
editing.

Completed Tasks

All the Tasks assigned to you that have been marked as Completed are shown here.

My Posts

This tab shows all of the Posts that you have made across all Spaces.  Click a Post to open it.
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Spaces

My Meeting Room

The My Meeting Room button opens a personal Space where you can invite people to join you.  This room functions like any 
other Space, but everyone that you invite can only have Guest privileges.  To setup another user as a Member or an 
Administrator, you must create a standard room.
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Creating a New Space

Click New Space or use the  button to create a new hub for your next project team.

Give your new Space a name.

Enter the name or email address for all of the people you want to add.  Assign each to the Admin, Member, or Guest category.

• Guest: Only have access to the Messages tab. Tasks and Posts are not visible (see Public Spaces on page 45).

• Member: Can view all tabs. This is the default.

• Admin: Are Members who can also add and remove people from the Space.

Click Save when your Space is complete.
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Searches

If you don’t know what you are looking for, type what you do know into the “Find a Space or User...” bar. 

All areas across all Spaces will be examined and all matching entries will be returned. 

Click on an entry to open that item.
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Recent Spaces

Below searches is a list of all the Spaces you have access to.  Click one to enter that Space to review Messages, Posts and 
Tasks.

 - More:  Allows you to view Archived (i.e. no longer used) Spaces.

 - Favorites:  Toggles between showing only Spaces marked as favorites (with a star) and showing all Spaces.

 - New Space:  Add a new Space.
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Spaces Options

When you place the mouse pointer over a Space, a menu icon  appears to the right of the column.  Click to display a list of 
options for the Space.

Quick chat: Click to broadcast an instant message to all people added to a Space without interrupting the current meeting.  
Quick Chat does not appear for the currently open Space;  just use the Chat tab!

Add / Remove Favorite: Mark this Space as a Favorite, or remove it from the favorites list.  Click the Star icon  to show 
only your favorites, or to show all Spaces.

Edit Space: This item allows you to rename the Space, make it Public, choose your Media Service Provider, send it to the 
archive, to mark it as a favorite, or to disable notifications.  Changes made here do not affect other Spaces.

Leave: Remove yourself from the Space.  You will no longer receive invitations or notifications for this Space.
Archive: Send this Space to the Archive.  Archived Spaces are not deleted from the system, but they are not shown under 

Recent Spaces unless you specifically ask to see them.  An archived Space can be returned to Recent Spaces through the 
Restore option.

Delete Space:  Any Admin for a Space can delete the Space.  This permanently removes the Space and all of its 
history from all members’ displays.  The Space can be recreated but all history (Chats, Posts, Tasks, etc.) will be lost.
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Direct Messages

The region below Recent Spaces is for Direct Messages.  This area shows all of the people that you have recently been in 
contact with.  

Clicking a person in the list opens the Direct Message window allowing you to send them a short text message.  They will 
receive the message the next time they login to Spaces.  If they have Notifications turned on, then they will receive a pop-up 
alert in the bottom right corner of their Windows desktop, even if they do not currently have Spaces open.

Adding People to the List

To add more people to the list, click the add icon  in the Direct Messages title bar.

Enter the email address of the person you want to add to the list.  As you type, the system will return matches.  Click one to 
select, or complete the address manually, then click Save.

Messages Waiting  

A number beside a contact shows that you have unread messages sent from that person.  Click their name to open the 
messaging window to view the messages.
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Hide and Delete Direct Messaging Sessions

Mouse over a contact in the Direst Messages list to reveal the options icon  .  Click to open the menu.

Hide:  Under Direct Messaging, users can choose to Hide a direct messaging session on the list.  The messaging history is 
saved with the user but they no longer appear on the list.  Opening a new direct messaging session with the same person 
will restore both the contact and all of the previous messaging history.

Delete:  Under Direct Messaging, users can Delete a direct messaging session from their list.  The message history is 
permanently deleted from both participants.  Opening a new direct messaging session with the same person will restore 
the contact to the list but not the previous message history.
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Your Profile and Settings

Click the profile menu in the upper right corner of the window, then selecting your picture allows you change your profile picture.  

Take a snapshot  through your web cam, or upload a picture from your hard drive.  When you are satisfied that you have the 
right picture, click I like it!

Click the arrow beside your name to access the various program settings.  You sign out from Spaces from this menu too.
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Profile & Account

Loads a page where you can review and change your personal details, profile picture, time zone, addresses and licenses.
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User Preferences

Sets some of the program options so you can have Avaya Spaces behave the way you want it to.

Configure your Notifications, color Theme, General settings and Startup Tips.

Disable all notifications: Turns off all alerts (new messages, people joining or leaving meetings, etc.).

Play sound notifications: When an alert is generated, enabling this option will play a tone as part of the notification.
Theme:  Select the color scheme for displaying the Spaces interface.  Choose between Blue and Orange.

Auto accept meeting invites: Enabling this item to automatically accept all meeting invitations sent to you.
Show tips on startup: Enable this option to show brief tutorials when the program starts.  Click Reset Tips to replay all 

of the startup tips.
Meeting First Mode:  Entering a Space will automatically join a meeting, or start a new one, if this feature is enabled.  

When this is tuened off, entering a Space will land you at the Chat page.  You can then start / join a meeting when 
ready.
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Block my camera when joining:  When a conference is joined, enabling this option will prevent the camera from 
starting automatically.  It can be turned on manually when required.

Mute my microphone when joining:  When a conference is joined, enabling this option will start the meeting with your 
microphone set to Mute.  It can be turned on manually when required.

User Guide

Takes you a web page where you can read more about some of the features of Spaces.

Feedback

Opens a form where you can enter your enhancement requests, bug reports, or provide any other feedback you wish.  
Click Submit to open your email program with your message already filled in.  When ready, Send us your feedback.
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Admin Area

Launches your corporate Spaces page where you can view and modify your Plan and licenses.

Use Manage to modify the users who have access to the system.  
Click Update to change the Plan and the pricing details.
For complete details, go to the section on Configuring Spaces.

Tell A Friend

Send an email to a friend so that they can start using Spaces to organize their teams.

Sign Out

Logout and close the program.  You will need to login again the next time to want to use Spaces.
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SPACES

What are Spaces?

Spaces are where it all happens;  the hub that brings together the people involved with each project.  A Space is where your 
team can hold meetings, share files, and exchange messages. 

Make a new Space for each enterprise to keep your group focused and organized.  Think of it as a private conference room for 
you and your team. 

Get the job done.

Create a New Space

Click New Space, or use the  button to create a new meeting place for your next project team to gather.

Give your new Space a name.

Enter the name or email address for all of the people you want to add.  A list of matches appears as you type.  If the person is 
not in the database, enter their complete email address instead.  Click the person to add them to the list.

Ch. 3 - Spaces
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Assign each to the Admin, Member, or Guest category.

• Guest: Only have access to the Messages tab and Video calling.  They have no access to Tasks or Posts (see Public 
Spaces on page 45).

• Member: Can view all tabs.  This is the default value for all invitees.

• Admin: Are Members who can also invite and remove people from the Space.

By default, contacts will be added as Members unless you choose otherwise.

Click Start when your Space is complete.

All team members will receive an email invitation to join.  Once they accept, they will appear in the Space and can participate in 
the discussion.

My Meeting Room

The My Meeting Room button opens a personal Space where you can invite people to join you.  This room functions like any 
other Space, but everyone that you invite can only have Guest privileges.  To setup another user as a Member or an 
Administrator for this room, you must create a standard room.
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Public Spaces

When you are hosting an event in Spaces, you can invite contacts and give them specific rights within the meeting.  

Guests can only add messages to the current Chat session.  If you make the Space Public, then Guests can see the Chat 
History, and view (but not create new) Tasks and Posts.

1. With Spaces open and a Space chosen, click the Space’s menu.  From the dropdown list, choose Edit Space.

2. Enable the Public Space toggle and click Save.

3. A Public Space tag appears beside the name of the Space in the title bar.  This identifies it as a Public Space.

Guests invited to the meeting can now see the complete Chat history, as well as all Posts and Tasks associated with this Space.

Guests who were already in the meeting when the change was made may have to refresh their browser window to see the 
updated view.

• To turn off the Public Space, return to the Settings window and disable the option.
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Adding More People to the Space

Now that you have Space available, you can add more people as the group’s needs grow. 

Enter the Space, click Invite People, and start typing. 

Pick the people you want to add them to the Space.  Specify if they will be an Admin, Member, or a Guest.

Include All Members: Clicking this item will add all contacts that are currently listed for the meeting to the invitation.  This 
lets you send a notification alert to everyone involved that a meeting is underway and that they should attend.

Copy Link: For contacts that cannot be reached by other means, click Copy link and paste it into an email to the contact.  
When they click the link, they will join the meeting as a guest.  They do not have to create an account to participate.

Once your list of invitees is complete, click Invite to send the invitations and launch the meeting.
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Dial-In, Favorites, and Settings

The top of the Space window includes several icons that provide quick access to some common features.

  Favorite:  Toggle this Space as a Favorite, or remove it from the favorites list.  The Recent Spaces area in the left-hand 
menu can be set to only show Favorite Spaces.

  Notifications: The bell will be gray if you have disabled the pop-up notifications for this Space, and it will be in-color 
when notifications are enabled.  Click the icon to toggle Notifications.  

  Copy Link:  Use this icon to copy a link to the computer’s clipboard.  The link can then be pasted into an email or other chat 
system and used to invite other people to the join the meeting.

  Join By Phone:  This icon provides access to a configuration menu that allows people who do not have access to Spaces to 
dial-in to the meeting using a telephone connection.  
The Space’s ID is displayed, and available telephone numbers that can be used are shown by region.  A password can also be 
configured by this Space’s administrator to provide secure access to the meeting.  
Use COPY DIAL-IN INFO if you want to send the contact an email.  Paste the copied details into a message to send to the 
person.

Refer to the Dial-In Connections chapter for more complete details.

Note:  A password can only be set by an administrator for this Space who has a Power license on their account.  
Basic and Mainstream users cannot set a password for a Space.
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Settings: Use the settings menu to change the name of the Space.  You can also flag this Space as one of your Favorites, and 
enable notifications for incoming messages.  Use the Archived control to place this Space into storage (it won’t be deleted but 
it will not show up on your list of Spaces).

The length of time to keep messages within this Space is also set from here.  Only someone with admin credentials for this 
Space can change this setting.  This setting is local only, affecting only this single Space.  All messages for all people 
associated with this Space will be deleted from the program after the number of days configured here.  Younger messages are 
kept until they also reach the threshold.

Select ONE of the following.

Use company policy:  The Company Administrator may set a maximum number of days to keep messages.  If configured, 
this maximum value is shown beneath this option.

Delete messages after X days:  An Space Admin User can specify the number of days after which messages will be 
deleted.  This value cannot exceed the value (if any) configured by the Company Administrator, but it can be less if you 
want to keep messages for a shorter period.

Keep message forever:  Never delete messages (see Message Retention Policy Hierarchy below).

Important:  The term Messages encompasses all data for the Space including Direct messages, Chat messages, 
Posts and Tasks.

Note:  There is a delay of approximately 24 hours before messages beyond the threshold will be deleted.  If you 
set the wrong value by mistake, you have some time to fix it before messages are deleted.



49Avaya Spaces User Manual

Spaces

Avaya Inc.

Message Retention Policy Hierarchy

There are 3 levels at which the message retention policy can be set.  In order of precedence, they are:

• Company Administrator:  Any settings made here affect ALL Spaces within the corporation.  Keep messages forever 
removes all limits on message storage.  Delete messages after... sets the message maximum retention length.  No Space 
Admin User settings can exceed this value.  Use system policy sets the default value to the Database level policy setting.

• Space Admin User:  Changes here can only be made by a user with admin level access to the currently selected Space.  
Changes here only affect the currently selected Space.  No value here can exceed the setting made by the Company 
Administrator.  Use system policy sets the value to the Company Administrator level setting.  Delete messages after...  
sets the message maximum retention length not in excess of the value (if any) set by the Company Administrator.  Keep 
message forever is only available if the Company Administrator has also selected this value.

• Database:  The default value is 730 days (2 years).  The Company Admin and Space Admin User must both select Use 
system policy for the default value to be used.  This value can only be changed by Avaya personnel.  Contact Avaya support 
for assistance.

The Company Administrator sets the absolute upper limit for message retention.  The Space Admin User can only reduce the 
retention period.  The Database value is used only if both the Company and Space Admin have selected Use system policy.  

If multiple settings are configured at the various levels, the lowest value will be used.  For example, if the Company Admin sets 
message retention to 200 days, and the Space Admin User sets the value to 100 days, then 100 days will be used.

Note:  If more than one user has admin rights to a Space, and those users are from different companies, then the 
lowest value between all of the Company Administrators and the Space Admin User will be selected.  For 
example, if Company 1 Admin has set the value to 300 days, Company 2 Admin has set the value to 100 days, 
and the Space Admin User has it set to 200 days, 100 days will be used for that Space.
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Video Calling

Once you have created a Space where project personnel can gather, keep in touch using video calling.

The video panel is in the top right-hand corner of each Space.

You can start a video in 2 ways.

• Click in the video window. Your webcam will start up and the conference will begin.  Everyone who is part of the Space, and 
who has the Space open, will see the video call pane change.  They can click the pane to join the call.
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• Click Invite People. 

Select Include all members to add everyone in the Space to the list.  This will send an email to each contact to tell them 
there is a meeting that they need to attend.  
You can also add individual members by typing their email address or name into the search space.  
Invite someone from outside of the Space to participate by entering their full email address in the search.
Assign appropriate rights within the Space to each invitee (Guest, Member, Admin).
Click Invite to start the meeting.  All selected people will receive an email invitation that contains a link which takes them 
straight into the meeting.
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Clicking the link will open Spaces in a browser with the video call window already open.
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The Tabs

There are several tabs within each Space.

• Chat

• Posts

• Tasks

For complete details, refer to the chapter dedicated to each tab.  But briefly...

Chat

This panel is used for text messaging between people within the Space.  All messages are stored on the server and can be 
viewed at any time.

Notifications of changes to Posts and Tasks are also shown here.

Enter text into the space at the bottom of the window to create a new message.  All collaborators in the Space will see the 
message the next time they enter the Space.
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Posts

The Posts tab provides a place to share documents among all participants.  The documents can be edited by all Admins and 
Members of the Space, and changes are tracked.  Everyone gets to have their say.

Click on a document to open it and make changes.
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Tasks

Use the Tasks tab to create assignments within the larger Space.  These can be assigned to one-or-more collaborators, and a 
due date can be specified.

You can filter the results by using the View and Assigned To dropdown menus.
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VIDEO CALLING

Once you have created a Space where project personnel can gather, you will want to keep in touch.  Regular meetings can help 
to keep everyone focused, and the best way to do that is to start a video conference.

You can start a video call in 2 ways:

• Click in the Call Window.

• Inviting Members.

Ch. 4 - Video Calling
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Click in the Call Window

Start an impromptu meeting by clicking in the “Start a video call” panel.  Members that have Spaces open will receive a pop-up 
notification telling them that a meeting has started.

Your webcam will start up and the conference will begin.  Everyone who is part of the Space, and who has the Space open, will 
see the video call pane change.  They can click the pane to join the call.
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Inviting Members

Open the project’s Space and click Invite People. 

Select Include all members to send an email invitation to all of the people in the Space. 

To invite someone who is not on the list, or to invite only some of the group’s members, enter their name or email address in the 
Try to find people box.  Matches appear as you type, so when you see the person you need, click to send them an invitation.

For contacts that cannot be reached by other means, click Copy Link.  Paste the link into an email sent to the contact.  When 
they click the link, they will be joined to the meeting as a guest.  They do not have to create an account to participate.

When ready, push Invite and the emails will be sent.  The invitation contains a link to open a browser and add them to the 
meeting.
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Call Controls

With the video call pane activated, you can mute your microphone, disable your video stream, and expand the call window to fill 
the whole screen.  All parties, except for guests, can also share their screen.

• Block Camera / Allow Camera - If you are having a bad-hair day, disable the webcam to avoid embarrassing moments.  
Enable it again when things have improved.

• Mute Audio / Unmute Audio - Turn off your audio feed to have a conversation outside of the meeting.

• Share Screen / Stop screen Sharing - Show others what you are up to by allowing them to see your computer screen.  
Select the monitor or the application to share.

• Hang Up - Leave the video call and close the window.  Spaces will return to the dashboard.

• Device Settings - This menu allows you to setup the default behavior of the program when launching a video conference.  
Choose the camera, microphone and speakers to use during conference calls.  
Click Close when finished.

Once everyone has had their say, hang-up to leave the meeting.  Messages, Posts and Tasks are a permanent part of the Space 
and persist after the video has ended.  Guests can only see what transpired during the meeting while they were present.

Disable Video

Enable Video

Mute Audio

Enable Audio

Share Screen

Hang-up

Stop Sharing Screen

Device
Preferences
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The Video Window

This is a video call in Expanded view.

When using full screen, your video is in the upper right.

The video for the current speaker is the largest video stream in the area.  This will change with the current speaker.

Beneath and beside the active speaker are the camera feeds for the other people in the meeting.

Across the bottom of the window are the call controls for the meeting.

The lower right quadrant displays the Chat, Posts, and Tasks tabs. 

In the bottom right corner of each person’s video feed is the Network Quality Meter   .  This is similar to a cell phone 
reception icon, displaying up to 5 bars representing the current quality of each participant’s bi-directional network connection.

 The arrow tab will close the sidebar to maximize the active speaker window. 

Return to standard view with the reverse tab. 

Note:  Meeting participants that have blocked their cameras will not appear in the main screen since they are not 
providing a live feed.  All participants do appear in the People tab in the right-hand pane.
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Screen Sharing

Any Admin or Member of the Space can share their screen with everyone on the call.  Even guests can see what they are up to.

Click the Share Screen icon  and choose one of your monitors, or an open program window to share. 

Only one person can share their screen at one time. 

• Your Entire Screen - Share the contents of an entire screen, even with multiple monitors.

• Application Window - Pick any open application to share just that window.

When ready, click Share.

Pick one and Share!



63Avaya Spaces User Manual

Video Calling

Avaya Inc.

The shared screen fills the entire video screen for all participants in the meeting except for the person sharing.  This replaces 
the camera feeds.

People attending the meeting will see zoom controls at the top of the video window.  Mouseover the image to restore the 
toolbar if they have faded away.  

Zoom Controls

Current Magnification

Magnification
IncreaseDecrease

Reset to 100%

(100-200%)
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Users can control the magnification of the image on their screen from 100-200%.  With an enlarged image, click and drag to 
display different parts of the image.

Video calling builds collaboration in the Space by providing a forum to nurture ideas and exchange information. 

Note: Screen sharing requires the Avaya Spaces Utility Chrome extension.  It is available from the Chrome Web 
Store.  If it has not been installed when you click the icon, you will be prompted to add the extension before 
proceeding.  Click Add extension at the prompt.

Only the person sharing their screen needs to have the extension.
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THE CHAT TAB

It is not always necessary to hold a video conference in order to keep a collaborative project moving ahead.  An ongoing dialog 
between the project members can be accomplished using the Chat tab within the Space.

The Chat tab is the spot where all instant messaging and system notifications are collected for members to see.  Each entry in 
the window is a permanent part of the Space and is available to view at any time.

Whenever a Task is created or changed, Posted material is uploaded, or a comment is made, an entry will be added to the Chat 
tab.

The panel can also be used as an instant messaging window, with each collaborator adding their voice to the dialogue within 

the Space.  Enter your message and hit Enter or click . People who have the Space open can participate in the conversation 

in real-time, while everyone else will see the exchange the next time they login.

Ch. 5 - The Chat Tab
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Add an attachment to the message by clicking .

Chat has all of the latest news and reviews from Space.  Stay in touch.
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THE POSTS TAB

Nestled comfortably between Chat and Tasks sits the Posts tab.

Posts allows members to upload files to the Space to start a collaboration.  These Postings are living documents that all group 
members can see and modify, all in real-time.

Ch. 6 - The Posts Tab
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New Posts

For example, when preparing a script for an upcoming advertising campaign, posting the document allows others to see what it 
proposes, and to directly modify the content to better fit-in with the company’s image.

Go to the Posts tab, click Create a Post, and make sure that Post is enabled. 

Give it a name and a description so other team members know what the document contains.

Click Attach and select a file to include.

When ready, click Post.  It will appear in the Posts window, and an entry will be made on the Chat tab of all members of the 
Space.
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As with Tasks, people can make comments about Posts. Click the name of any entry in the Posts window.

Spaces has built-in viewers for many common file formats.  This allows a preview of the document to appear in the window. 
Click the snapshot to open the file in a larger window for review and revision. 

You can also download the file to a local machine, although it does stop being a live document.

Click  to edit the post.  While editing, you can delete  the post from the system.
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THE TASKS TAB

Projects are seldom a single enterprise designed to make something happen.  They are broken down into mini-projects with the 
best people having responsibility for each segment.  A deadline is selected so that the whole project can continue forward on 
time as all of the pieces come together.

Within a Space, these mini-projects are called Tasks.  These are the to-do lists for the team.

Ch. 7 - The Tasks Tab
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New Tasks

Go to the Tasks tab, click Create a task, and make sure that the Task button is enabled. 

Give it a name and a description so other team members know which part of the project it covers.

Choose the due date for the Task.

Assign it to one or more people in the Space by clicking their name on the pop-up list. You may also add attachments.

When ready, click Create. It will appear in the Tasks window, and an entry will be made on the Chat tab of all members of the 
Space.

Click the Task title to open its details.

Group members can click on the Task to leave a comment or an update.  Attachments can be included with comments.
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Team members can even be added and removed as the Task develops, and the due date can be adjusted based upon progress.

When the Task is done, place a check mark in the box beside its name.  It will be marked Completed and it will no longer appear 
in the Tasks window. 

To check out the assignments that have already been finished, set the filter to show “Completed tasks”.

Tasks which have passed their due dates are marked as Due, and they are flagged in red.

As with Posts, people can make comments about Tasks.  Click the name of any entry in the Tasks window.  Comments can 
include attachments.
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DIAL-IN CONNECTIONS

Introduction

It may not always be possible for people who have been invited to a meeting to connect through Avaya SpacesTM.  When this 
happens, clients can use the dial-in feature which allows people to create an audio-only to link to the meeting using a telephone 
or cell phone.

The Dial-in feature is included with a Avaya Spaces Power level subscription.

Warning: Local and long distance charges may apply to the call.  Check with your telephone company for details.

Ch. 8 - Dial-In Connections
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Administrator Configuration

Although it is not necessary to setup the feature before it can be used, it may be desirable to take precautions to ensure the 
meeting remains private where appropriate.

This step is optional, and can only be configured by a meeting Administrator or Member.

1. From within a Space, click Join By Phone .
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2. To secure a meeting, enter a value in the Password field.

• DIRECT PHONE NUMBERS: This dropdown menu lists the numbers that can be used to connect to the meeting.  It is 
not necessary to select one since all of them are always active.  They are provided for informational purposes only.  
Any of the numbers shown may be used.

• SPACE ID: When calling into Avaya Spaces from a telephone, the system will prompt the user to enter the Space ID 
(without the hyphens) through the telephone keypad.  This allows the system to move the caller to the correct Space.  
If a password has been configured for the meeting, the caller will also be prompted to enter it at this time.

• PASSWORD (Optional):  If desired, enter a password to protect the meeting against unauthorized access.  The 
password must be numbers only;  no alphabetic, punctuation or special characters are allowed.  If this field is left 
blank, anyone who dials-in using this Space ID can join the meeting.

3. Click Save to enable the configuration.  These settings are permanent for this Space until they are changed by an 
Administrator or a Member.

Note: Entering a password is optional.  This password only applies to dial-in connections.

Hint: To make it easier to invite people to the meeting who don’t have Avaya Spaces, click Copy Dial-in Info.  This 
puts the meeting details and the telephone numbers into the computer clipboard.  Paste the information into an 
email to send it to the contact.
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Using Dial-in

If you do not have access to Avaya Spaces from your current location, you can use a telephone or a cell phone to connect to the 
meeting through an audio-only link.  You will need a number to call, the Space ID for the meeting room, and the password (if one 
was configured).  These were included in your invitation email.

1. Dial the phone number most appropriate for your location.
2. When prompted by the system, enter the Space ID (without the hyphens) on the telephone keypad, followed by the pound 

key # (e.g. 987654321#).  If no password has been configured, you will be taken directly into the meeting.
3. If prompted, enter the password for the meeting, followed by the pound key # (e.g. 12345#).

You will be added to the meeting through an audio-only connection.

{
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Within Avaya Spaces, contacts who have joined using the dial-in feature are identified by the number and location they are 
calling from.

When the meeting has ended, hang-up.
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THE MOBILE APP

Avaya SpacesTM is available as an App for your Android or Apple device.  The app works the same way as the program does 
through the browser, except that everything is more compact.

The Dashboard

You can return to the Dashboard at any time by using the Menu icon.

Ch. 9 - The Mobile App
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Chat Tab

Touch in the text field to compose a new message on the keypad.  Use  to send the message.
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Posts Tab

  Use this button to create a new Post.  Enter the details and press  when ready.
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Tasks Tab

  Touch this button to create a new Task.  Select  when you have entered all of the details in the 

spaces provided.
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Video Calling

  Press this button to start a Video Call.  Use the search field to find add all participants to the list.  

  Use Add to calendar to schedule a time to have this meeting.  You can choose which calendar on your 

device to use.

When ready, tap .



86Avaya Spaces User Manual

The Mobile App

Avaya Inc.

While On a Call

Only your video and the current speaker appear in this screen.  The speaker may change during the call as the active speaker 
changes.

You can drag your video feed around the screen for better placement.
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Touch the speaker’s window to bring up call controls.
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CHROME EXTENSION

Introduction

There is a Avaya SpacesTM extension available for Google’s Chrome web browser.  The extension integrates with your Google 
Gmail Calendar, providing a handy summary of your day’s agenda.  You can also use the extension to launch a meeting in Avaya 
Spaces.

Note:  It is necessary for the network administrator to add the avayacloud.com domain to the whitelist for the 
company site.

Ch. 10 - Chrome Extension

10



90Avaya Spaces User Manual

Chrome Extension

Avaya Inc.

Installing the Extension

The extension is installed directly from the Chrome Web Store.

1. Open the Chrome browser and go to the web store at:
https://chrome.google.com/webstore

2. Select Extensions, and in the search bar, enter Avaya Spaces.  Beside Avaya Agenda, choose Add to Chrome.

3. When prompted, select Add extension.  At the prompt, click Accept to give the program the necessary permissions.
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4. You will need to login with your Google, Salesforce, Office365, or Avaya credentials to proceed.  Select the credentials that 
you want to use.  Provide your username and password when requested.
If necessary, you can create a new account with Avaya.  Follow the on screen instructions to complete your login.

5. The extension will be added to the browser.  The Avaya Agenda icon  will appear beside the address bar.
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Adding your Calendar

The Avaya Agenda Chrome Extension must be configured to connect to your Gmail calendar.

1. To open the extension, click the Avaya Agenda icon  beside the task bar.

2. You will automatically be logged in with the same credentials used during the installation.  Click the Settings icon .

3. Click Add calendar.

Note: Only a single Gmail account can be synchronized with Avaya Agenda at one time.  Adding a second 
account will replace the first one.
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4. Select the Google Gmail account that you want the extension to connect to.

5. The extension links to your Gmail account and synchronizes all of your calendar entries each day.
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Logging Out

If you want to log out of the Avaya Spaces extension, from the main page click Settings.

Click the Sign out icon  to close the program and return to the login screen.

To completely sign out, you must also logout from Spaces in the browser.

Login to Spaces and click Sign in when you are ready to return to the program.
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Disable or Remove an Account

You can disable the link to your account, or remove it entirely from the extension.

1. Click Settings.

2. Select the account.
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3. Choose either:

Disable calendar - Stop synchronizing with the calendar and remove the agenda details.  Click the disabled account 
again to reconnect to the calendar.

Remove calendar - Delete the connection from the extension.  It can be added again at a later time.
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Using the Extension

Agenda

Click the calendar icon  to display your Agenda.  This page of the extension shows your Gmail calendar entries for today.  It 
is refreshed frequently to keep pace with any changes.

Meeting Details

Click a meeting in the Agenda window to display the meeting details.  These are drawn directly from the calendar. 

From this screen you can join the meeting if it includes a Spaces connection.  Open the Gmail calendar page for complete 
details.

Refresh

Today’s Date
This meeting includes a
Avaya Spaces element

Meeting title
and location

Start and Stop time
(and duration)

Gray background: this meeting
has already happened

Toggle between Agenda and Meet Now views

{
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Spaces

Click the Meet Now  icon to open a listing of all of your Spaces.  Clicking an entry will open that Space in the browser.
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MICROSOFT OFFICE 365:
AVAYA MEETING SCHEDULER ADD-IN

Introduction

Avaya SpacesTM offers an add-in for Microsoft Office 365 called Avaya Meeting Scheduler.  Create your event using Office 365 
and arrange to hold the meeting in Avaya Spaces, providing a location that includes audio, video and document sharing 
capabilities.

Set-Up

The Avaya Meeting Scheduler add-in for Microsoft Office 365 must be added to the program before it can be used.

1. Open and login to Microsoft Office 365 with administrator credentials.

Note:  It is necessary for the network administrator to add the avayacloud.com domain to the whitelist for the 
company site.

Ch. 11 - Microsoft Office 365: Avaya Meeting Scheduler Add-In
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2. Click Settings and choose Calendar.

3. In the left-hand pane, open General and click Manage add-ins.

4. In the Manage add-ins window, click  to add a new program.
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5. From the dropdown menu, select Add from the Office Store.  Type Avaya into the search bar.

6. Beneath the entry for Avaya Meeting Scheduler, click Get it now.

7. Click Continue to agree to the terms of service.

8. When prompted to confirm the installation, click Install.
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9. Click OK to complete the installation.

10. The add-in will be installed into Microsoft Office 365.  It will appear in the list of add-ins.  Verify that it is turned on.

The installation of the add-in is complete.
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Scheduling an Event

Whenever you create a new event within Office 365, you can add a Avaya Spaces or Equinox element to it.  This allows you to 
use the power of Spaces to communicate almost face-to-face with your contacts.

1. Schedule an Event as you normally would (i.e. through the calendar, a contact, etc.).  Add all of the people that you want to 
attend the meeting.  More people can be added later as necessary.

2. While entering the details for the event, you will notice the Meeting Scheduler icon  at the top of the window.  Click the 
icon to schedule the meeting.

3. The first time you login, you may be asked to sign in using your credentials.
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4. Select the Space that will host the meeting.  The rooms listed are those that have already been created within Spaces.

5. With the Space selected, click Add Details to create the email to send out to all invitees.

6. When ready, click Send to transmit the invitation email to all selected participants.

Note:  The top entries on the list  will open Avaya Conferencing for the meeting instead of Spaces.  You 
must have an Avaya Conferencing account to use this option.

Hint:  You can create a new Space from this panel.  Enter the desired name for the new Space in the Search field.  
When prompted, click + then Create Topic to build the new Space.

Hint:  You can modify the body of the email to add, remove or change any of the details of the meeting.

Avaya Conferencing

Avaya Spaces
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Joining a Meeting

To join an event, all participants should open the invitation email and click the Open in Avaya Spaces button.

For those people who do not have access to Avaya Spaces or the Internet, they can call one of the listed telephone numbers 
instead, although this provides an audio only connection.  At the prompt, enter the Space ID on the telephone keypad.  If one has 
been configured for dial-up connections to the Space, you will be asked to enter the password as well.

Note:  Passwords / PINs are optional and are configured within each Space independently.  They apply only to 
dial-up connections to that Space.  Connections using the email link, or through Spaces directly, do not require 
or use a password.

Click

{Dial



106Avaya Spaces User Manual

Microsoft Office 365: Avaya Meeting Scheduler Add-In

Avaya Inc.



Avaya Spaces User Manual 107Avaya Inc.

MICROSOFT OUTLOOK ADD-ON

Introduction

Avaya SpacesTM offers an add-on for Microsoft Outlook.  Create your event using Outlook and arrange to hold the meeting in 
Avaya Spaces, providing a location that includes audio, video and document sharing capabilities.

Set-Up

The Avaya Spaces add-in for Microsoft Outlook must be installed before it can be used.

1. Open and login to Avaya Spaces. 
From the Dashboard, click Downloads, then click Download beside Avaya Spaces Outlook addon.

Caution: Microsoft Office for Apple devices is not supported.  Only Windows devices are supported at this time.

Note:  It is necessary for the network administrator to add the avayacloud.com domain to the whitelist for the 
company site.

Ch. 12 - Microsoft Outlook Add-on
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2. Save the OutlookSpaces-xxxx.msi file to your hard drive.

3. Double-click the file to install the addon.
4. When finished, verify that the addon has been correctly installed and is active on your system.  

From Outlook, go to File > Options.  
Select Add-ins and click Go....
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5. From the list, find Avaya Spaces and ensure that the checkbox beside it is enabled.

The installation of the add-on is complete.
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Scheduling an Event

Whenever you create a new event within Outlook, you can add a Avaya Spaces element to it.  This allows you to use the power 
of Spaces to communicate almost face-to-face with your contacts.

1. Schedule an Event as you normally would (i.e. through the calendar, a contact, etc.).  

2. While entering the event details, you will notice the Meeting Details icon at the top of the window.  Click the icon to hold the 
meeting within Avaya Spaces or Avaya Conferencing.

Note: If you have not already done so, you will be asked to enter your credentials for Avaya Spaces.
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3. Clicking the icon opens the Avaya Spaces user interface within Outlook.
Select the Space that will host the event.
Choose whether invitees to the meeting will receive Member or Guest access to the event.  

4. An invitation email will be generated within Office.  The message contains a link to join the meeting, the Space ID and 
password (if configured), as well as a list of telephone numbers that can be dialed for those who do not have access to 
Avaya Spaces.
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5. If you have not done so already, choose the people to invite and the date and time of the meeting.
When you Send the notifications, an email will be delivered to everyone invited to the event.

Joining an Event

To join an event, all participants should open the invitation email, and then either click the link, or the Open in Avaya Spaces 
button.

For those people who do not have access to Avaya Spaces or the Internet, they can call one of the listed telephone numbers 
instead, although this provides an audio only connection to the event.  At the prompt, enter the Space ID on the telephone 
keypad.  If one has been configured, you will be asked to enter the password as well.
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MICROSOFT TEAMS

Introduction

Avaya SpacesTM provides two means of integrating with Microsoft Teams:  an extension for Google Chrome that is downloaded 
from the Spaces Dashboard, and a native app loaded directly from within the Teams web interface.  Both allow you to setup 
meetings with both audio and video components using Avaya Spaces from within the Teams web workspace.

Note:  Avaya Spaces works with the Google Chrome plug-in and the Microsoft Teams web-based application.  
Integration with MS Teams for desktop is not supported.

Note:  It is necessary for the network administrator to add the avayacloud.com domain to the whitelist for the 
company site.

Ch. 13 - Microsoft Teams
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Extension for Google Chrome

Set-Up

The Avaya SpacesTM Chrome extension for Microsoft Teams must be added to your Chrome Web browser before it can be 
used.

1. Launch the Google Chrome Web browser and login to your Avaya Spaces page.  
From the Dashboard, click Downloads, then select Avaya Agenda Chrome Extension.

2. Click Add to Chrome.

3. Click Add extension to install the application into your browser.
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4. The Extension is added to Chrome, and the Avaya Agenda icon  appears to the right of the address bar.

5. Close all tabs in Google Chrome and relaunch the browser to complete the installation.
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Using Avaya Spaces with Microsoft Teams

Once the Chrome Extension has been installed, Avaya Spaces icons will appear in many places within Microsoft Teams.  
Clicking this icon will launch an interface which allows you to invite people to a meeting and launch the event in an Avaya 
Spaces tab.

Launch Microsoft Teams to continue.

Chat: Contact Card

In the Chat window, hovering the mouse above or clicking a person’s picture brings up the contact card for that person.  Across 

the bottom of the card are a set of action icons including Avaya Spaces .

Click the icon and an Avaya Spaces window appears with the selected individual on the left, and the list of your Spaces on the 
right.
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• Click one of the Spaces in the right-hand pane to start a meeting.  The selected contact will receive an email that 
includes a link to join.  Your browser will open the selected room within Spaces.

OR

• Go back to Teams and select another person to invite by clicking the Spaces icon on their contact card.  Continue until 
all of the necessary participants have been added to the list.  Click X to remove a contact from the list.  When everyone 
that you want to attend appears in the list on the left-hand side, click the Space that will host the event.  Each person 
on the list will receive an email that includes a link to join the meeting.  Spaces will open the chosen room in your 
browser.

OR

• Enter a value into the Search field.  A list of matching existing Spaces is displayed.  Select the one that will host the 
meeting, or finish entering a name and click Create new space to build a new room for the meeting.  The new room will 
be permanently added to your list of available Spaces.  Your browser will open the selected room within Spaces.

 Each person on the list will receive an email that includes a link to join the meeting.

Note:  Before starting the meeting, you can specify if all of the invitees are to be given Member or Guest status.  
All invitees receive the same level of access.  See page 44 for more information on access levels.

Note:  You can always add more people to the meeting using Spaces once the meeting is underway.
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Chat: Chat Window

Within the MS Teams Chat window, the Avaya Spaces icon appears in the upper right.

Click the icon to open the Avaya Spaces window.  Choose which space will host the meeting to send each person already in the 
chat session a text message through Teams inviting them to attend.  Your browser will open the selected room within Spaces.



119Avaya Spaces User Manual

Microsoft Teams

Avaya Inc.

Teams

When working within a MS Team’s window, the Avaya Spaces icon appears at the bottom of the action item window.

Click the icon to open the Avaya Spaces interface.  You may either select an existing Space to host the meeting, or create a new 
Space by providing a name, then clicking the Create new space button.  Once you have selected the Space, each person on the 
current Team will receive a text message through Teams Chat inviting them to attend. 

Your browser will open directly into the selected Space.



120Avaya Spaces User Manual

Microsoft Teams

Avaya Inc.

Native App Within MS Teams

Set-Up

The Avaya Spaces native app for Microsoft Teams is installed from the Apps button from the Teams dashboard.

1. Launch Microsoft Teams and login.  Click the Apps icon.

2. In the search bar, enter Avaya.  From the list of matches, select Avaya Assistant.

Important:  Remember that Avaya Spaces is only compatible with the Google Chrome and Mozilla Firefox.
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3. Enable Add for you.  
Enable and add this feature to a Team if necessary.  Select the team to apply this feature to.
When ready, click Install.

4. From the dropdown menu, choose a channel to add Assistant to.  When ready, click Setup.

The setup of the native app is complete.
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Using the Avaya Spaces Native App with MS Teams

Once the native app has been installed, a new icon  is added to the bottom of the Teams screen.

1. Click the icon and select Invite.
The first time you click, you will need to connect to your Spaces account before the program will launch.  Choose Click here 
to sign in.  
If you have already signed in, you can skip ahead to step 5.

2. Click Sign in.
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3. Enter your credentials for Avaya Spaces and click Sign In.

4. Your access will be confirmed.

If necessary, click the  icon again.

5. Click Invite to generate a link for all Team members to access the meeting.  
Enter a title or summary for the meeting in the chat window.

When ready, send the message and all members of the team will receive a notification of the meeting in their chat window.  
The notification includes a link to launch Spaces in the browser.
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6. For all Team members, clicking the link will launch Spaces in the Google Chrome browser.

Logging Out

1. To log out of Avaya Spaces from MS Teams, click the Assistant icon and select Advanced.

2. Click Sign out to disconnect MS Teams from Avaya Spaces.

You can login again at any time by clicking the Assistant icon.

Note:  The meeting will be held in the My Meeting Room Space of the person who created the meeting.
Any member of the Team can start the meeting.
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SLACK INTEGRATION

Introduction

The Avaya Assistant integrated with Slack can be easily configured to work with your Avaya SpacesTM deployment.  This will 
allow users to easily join Spaces hosted meetings from Slack. 

Corporate Profile:  Avaya Equinox Cloud Client

You need to point the Avaya Assistant towards your Equinox conferencing portal URL.

To configure the Avaya Assistant to use Equinox conferencing, the customer administrator will need to setup 
Meeting_Portal_Settings.  Open an Avaya Spaces account, create a company domain, then configure the company's Equinox 
Cloud Client settings.  This configuration is not required if you are using Avaya Equinox Meetings Online.

Once the company details have been created, proceed with the configuration of the application within the account.

The Avaya licensing engine enables provisioning of application settings on a per customer domain basis.  This is termed the 
Site Profile.  Once the parameters have been applied to a site, they are picked up by the client application at the next login.

The site profile is defined as a JSON object.  The parameters that are available depend upon the application.

Not all applications are supported.

Please be aware that the settings names are case sensitive.

The site profile is created and modified from the accounts.zang.io website.  Profile changes are specific to each product; 
changes to one application will not affect another.

Note:  Setting up Avaya Spaces requires no extra configuration, as it is only available in the Avaya Cloud.

Note:  It is necessary for the network administrator to add the avayacloud.com domain to the whitelist for the 
company site.

Caution:  This is intended for advanced users only.

Important!:  Setup your Equinox Client configuration, if you have not already done so.

Ch. 14 - Slack Integration
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1. Open a browser and go to accounts.zang.io.  Login using your administrator credentials.

2. From the dashboard, select Manage Companies from the left-hand pane.  Click on the company (or use the Edit button) you 
wish to modify the profile for.  If necessary, use the search field to locate the company.

3. On the Company Profile page, open the Apps tab.  Click Equinox Cloud Client.

https://accounts.zang.io
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If Equinox Cloud Client is not present, select Configure New App and choose Equinox Cloud Client from the dropdown 
menu.

4. Personalize, copy and paste the script shown under Programming Commands into the window for Public Settings.

5. When all of the changes have been made, click Save.

The next time a user logs into the application, the new profile settings will be used.
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Programming Commands

The parameters available are specific to the application that they are to be applied to.  Adding a script to one application will not 
affect any of the other programs within your company profile.

To connect with Slack, modify this script with the URL of your Avaya Equinox Conferencing Portal, then copy and paste it into 
the Application Settings window.

{

"Meeting_Portal_Settings": [

{

"Meeting_Portal_Name": "Equinox Meetings",

"Meeting_Portal_Url": "https://<yourportalURL>"

}

]

}

Hint:  The URL for your portal can optionally include the port value.  
For multi-tenant installations, add   /portal/tenants/<tenant-id>/   to the end of the string.
For example:  https://yourportal.com:1234/portal/tenants/toronto100/

Note:  If any of these values have been configured through the application, those configurations will override the 
changes made here.  To clear changes made through the UI, remove the application and reinstall so these site 
profile values will be used instead.
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APPENDIX A: SECURITY OVERVIEW

Introduction

This document provides a high-level description of security techniques utilized by Avaya SpacesTM.  It is intended for IT 
managers and customers who require a deeper understanding of how data, including Personally Identifiable Information, is 
managed and secured within the solution architecture.  

Avaya Spaces is made up of these solution components:

Component Name Component Description

Avaya Accounts
A Cloud-native licensing engine.  This component provides correlation of licensed Users, 
Companies and Applications including Avaya Spaces.  This component integrates with 
Identity Providers for Authentication / Authorization (Google, O365).

Avaya Spaces (Front End) 
Application

The Avaya Spaces application provides the business logic to deliver the intended 
functions and features to the end users.

Media Platform-as-a-Service 
(MPaaS)

The Avaya Spaces business logic includes the ability to participate and create audio, 
video, and web conferences.  These meetings are hosted on a common Avaya developed 
and delivered service based upon the Avaya Media Service MPaaS.  This embedded 
component provides functions to manage all aspects of a multimedia meeting.  
However, is completely decoupled from the adopting application.

Google Cloud (/Compute Engine)

Avaya Spaces is a Cloud-native service, leveraging Cloud platform services from Google, 
specifically the Google Compute Engine.  Much of the lower level functionality 
(networking, compute, storage, encryption, resiliency, etc.) is provided and managed by 
Google as a part of their services offering.

Browser Client Users interact with the Spaces application via an HTML5 / Web RTC enabled browser.

Mobile App On mobile devices (iOS / Android), users can operate Avaya Spaces using an app 
downloaded from Google Play or Apple iTunes.

PSTN Phone Licensed Users may schedule an conference within Avaya Spaces.  Anyone can join via a 
PSTN connected phone with the proper Spaces ID and optional user defined PIN.

Appendix A: Security Overview
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User Authentication and Authorization

Avaya Spaces uses JWT / OAuth2 for Authentication and Authorization.  Users can connect to Spaces using their Office 365, 
Google, or Salesforce Cloud credentials.  If none of these options are available, they can also login to Spaces using a native 
flow.

The Administrator for the Company domain can select which authentication mechanisms are available for their environment.  
For example, you can configure authentication to allow only O365 authentication and disable all other username/password 
options.

The Authentication flow is through Avaya Accounts (accounts.zang.io).  The selected Identity Provider will be used, and an 
access token will be passed to the Resource Server which is the Spaces application. 

All Browser client and Mobile App interactions with the Spaces application are encrypted and Authorized via this Token.  
Connections to the Media Platform-as-a-Service component are also encrypted and authorized via an application exchanged 
Token.

User Account Management and Avaya Spaces Licensing

All Avaya Spaces Users require an account on Avaya Accounts.  There are currently three licensing tiers;

Essential:  These licenses are automatically created and allocated to all Users who do not have another account.  
Business:  Business level licenses are purchased and are allocated on a First-Come-First-Served basis.  However, they can 

also be assigned manually.  
Power:  Always manually assigned as a best practice. 

There are two classes of accounts; Personal and Company.  To make it easy to collaborate across organizational boundaries, 
Users can sign-up to participate in Spaces without requiring their Company to purchase license.  By default, all Users will be 
given an Essential license.  It is also possible to manage access at the domain level or “Company”.  An IT Service manager (or 
business partner) can manage domain specific functions.  User account management is provided on Avaya Accounts 
(accounts.zang.io).  There may be situations when users have previously signed in with their company email address before 
any company specific details were configured.  In this case, once the company configuration has been completed, all user 
accounts within the same domain will absorb the new company settings and policies. 

Securing Data

The Avaya Spaces application is built on the Google Cloud.  Data is stored on the Cloud back-end application and the mobile / 
browser client that is accessible by a privileged user.  

• Data required by the Cloud application is stored in encrypted form via Google Cloud.

• Data required by the Browser client is stored in the Browser itself (i.e. cookies, cache).

• Data required by the mobile application is stored on the mobile application container service provided by the O/S.  Recent 
O/S versions support encrypting application container data. 

• When Data is being transmitted over a network, it is encrypted. 
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Roles Based Access Controls

An authenticated and authorized User interacts with the Browser & Mobile application, which synchronizes with the data stored 
on the Cloud.  No direct human access to data stored on the Cloud is available.  A Browser or Mobile App must be used. 

Company Admin Role: 

Company Information:  Includes company specific information, such as Users and associated licenses.
Account Information:  These are User names, email addresses, photos, phone numbers and company details.

User Role: 

Account Information:  These are User names, email addresses, photos, phone numbers and company details.
User Preferences:  A User’s preferred operation of a product function.
Spaces:  Persistent Group Chats - A user may be the Owner (Admin), Member, or a Guest within a Space.
Direct Messages:  A 1:1 Persistent Chat between two users.
Content:  Information posted in a Space or a Direct Message by the User.  A privileged user can Post and View content 

(Text, Files, Images).
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Roles Based Access Control of a Space

A Space provides an environment for Users to connect, share and collaborate.  Each Space has a strong Roles Based Access 
Control paradigm.

Each Space is created and managed by a User, and by default they will inherit the Admin role for the Space.  The Company 
Admin role discussed previously does not provide unique access to Spaces managed by a User even if the User is managed at 
the domain level. 

Admin

The Admin of a Space has the following Modify, View, and Delete rights:

• Invite users into the Space as an Admin, Member or Guest.

• Modify a Member of a Space to be an Admin or a Guest of the Space.

• Modify a Guest to be a Member or Admin while that User is connected to the Space.

• View and Delete all Content (Text, Files, Images, Tasks) created in the Space by any User of any type at any time.

• View and Modify all Settings of a Space.

• Archive a Space.

• Delete a Space.

• Configure a Space to be Public.

Member

A Member of a Space has the following Modify, View, and Delete rights:

• Invite another User into the Space as a Guest only.

• View all Content (Text, Files, Images, Tasks) created in the Space by any User of any type at any time.

• Delete Content (Text, Files, Images, Tasks) created by themselves.

• View and Modify some Settings of a Space.

Guest

A Guest of a Space has the following Modify, View, and Delete rights:

• View Content that was created ONLY while active in the current session within a Space (no historical data).

• Delete Content (Text, Files, Images, Tasks) created by themselves while in the Space during that session only.

Public Spaces

The Admin of a Space can choose to make a Space Public.  The purpose of a Public Space is to allow any User to connect and 
collaborate without any special access rights, other than being a registered and authenticated User of Avaya Spaces.  Admin 
and Member rights are unchanged, but the following privileges are made available to a Guest:

A Guest of a Public Space has the following Modify, View, and Delete rights:

• View all Content (Text, Files, Images, Tasks) created in the Space by any User of any type at any time.

• Delete Content (Text, Files, Images, Tasks) created by themselves.
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Direct Messaging between two people is also available.  For Direct Messaging, each member can:

• Delete Content (Text, Files, Images, Tasks) created by themselves.

• Hide the messaging session from their view, without deleting the Content.  The session is no longer visible in the UI, 
but the data remains in the database.

• Delete a messaging session, including all of the content created by either member.  The information is permanently 
deleted for both parties.
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Personal Data Encryption Controls

Personally Identifiable information is stored on the Google Cloud.  The at Rest Encryption controls for data stored on the 
Google Cloud are provided via Google storage services.  

• All stored data is encrypted.  

• All client-server data connections are encrypted ‘in-Transit’ via TLS 1.2 or higher.  

• External participants may be invited to connect to an audio conference by dialing from the PSTN.  In these cases, the 
Avaya Spaces application cannot assure end-to-end encryption of the voice / signaling path across global service 
provider networks.

Network Access Requirements

The following information will be useful for network administrators enabling connectivity to Avaya Spaces from behind secure 
firewalls and/or proxies.

Avaya Spaces endpoints use the following transport protocols:

• HTTPS and WSS (https://en.wikipedia.org/wiki/WebSocket).

• WebRTC (https://en.wikipedia.org/wiki/WebRTC) which includes ICE, STUN and TURN protocols over DTLS-SRTP.

TLS traffic is used for both HTTPS and WSS.  Any TLS-inspection should support these protocols or have an exception for 
Spaces’ hosts.

The following hosts and protocols should be unrestricted for all Avaya Spaces features to work as intended.  

Whitelisting based on IP address is not recommended since these may change dynamically.  The domain avayacloud.com 
must be added to the network whitelist.

HTTP headers such as Authorization should be left intact.

Hosts Ports Protocol Description

*.avayacloud.com
*.zang.io 80, 443 HTTPS, WSS Mandatory for any Spaces features (e.g. 

chat, presence, video, etc.)

*.googleapis.com 80, 443 HTTPS Screen sharing, file sharing

*.onesna.com 80, 443 WSS Presence

*.esna.com 80, 443 HTTPS Mobile app authentication

ASN of 15169 5228, 5229, 5230 TCP Push notification

accounts.google.com 80, 443 HTTPS SSO

login.microsoftonline.com 80, 443 HTTPS SSO

login.salesforce.com 80, 443 HTTPS SSO

*.avaya.com 80, 443 HTTPS SSO

*.gstatic.com 80, 443 HTTPS CDN

35.227.0.176/29

3000-3999 UDP Low latency audio and video traffic. Most 
preferred transport for media.

35.243.1.0/29

34.90.202.88/29

35.240.211.240/29

Dynamic 443 TCP/TLS Media tunneling. 
Only used if UDP firewall traversal fails.

*.mpaaservice.com 443 HTTPS, WSS Web collaboration and WebRTC signaling.
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The preferred media transport protocol is UDP as it provides the best user experience.  Tunneling media over TCP/TLS is 
provided for users behind highly restrictive firewalls and should not be planned as the primary method for accessing Avaya 
Spaces.  

To ensure media traverses your network firewall securely, we recommend configuring an address restricted dynamic cone NAT, 
or a port restricted dynamic cone NAT for the UDP port range specified above.  This configuration is supported by all major 
stateful firewall vendors.  Use of a symmetric NAT may result in sub optimal tunneling of audio/video and connection failures 
are possible.  For more information on network address translation methods, refer to this article:  

https://en.wikipedia.org/wiki/Network_address_translation#Methods_of_translation

Since media is latency sensitive, we recommend connecting to the Internet through the shortest path possible.  This will reduce 
round trip times and improve the quality of service.  The media host IP addresses for UDP are provided in CIDR format above.  
These addresses can be used to program software defined network infrastructure to recognize the media traffic and route to 
the Internet seamlessly.  This is not required but is recommended for larger enterprises with multiple sites with a centralized 
network data center architecture.
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APPENDIX B: SECURITY POLICY

Introduction

Logging into Avaya SpacesTM, by default, offers several sets of credentials to the user.  People can login to Spaces using any of 
the following credentials: Native, Google, Microsoft Office 365, Salesforce, and Avaya.  The administrator can create a security 
policy to disable one or more of the login options.

Allowed Login Methods

By default, all of the login options are enabled.  To disable one or more sets of credentials, use this procedure.

1. Open a browser and go to accounts.zang.io.  Login using your administrator account credentials.

Note:  This section is intended for use by the system administrator only.

Note:  Additional licenses and accounts may be required for each login option.  For example, you need a licensed 
Salesforce account to use Salesforce credentials for Avaya Spaces.

Native

Google Avaya

Office365 Salesforce

Appendix B: Security Policy
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2. From the dashboard, open Manage Companies and select the company to edit.

3. Go to the Policy tab, and open Login Options.

4. By default, Allow All is enabled, meaning that all credentials are accepted.  To set a different policy, uncheck Allow All, then 
disable all of the credentials you do not want clients to be able to use to access Spaces.

Caution:  At least one login method must always be enabled for the company.
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5. When ready, click Save.  At the prompt to confirm the new policy settings, click Save again.

Once the policy has been saved, users will no longer be able to use the disabled credentials to access Avaya Spaces.

Logging In with Disabled Credentials

When users go to spaces.avayacloud.com, all login options are still enabled as the system does not yet know which company’s 
policy to apply.

Once a user enters an email address in the field provided, the system will remove the icons for all disabled options based upon 
that company’s domain policy settings.
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If a user does not enter an email address, and then attempts to use credentials that have been disabled by policy, they will still 
be asked to enter their username and password (i.e. for Salesforce) for verification.  However, when the authorization returns to 
the accounts.zang.io server, it will be rejected by policy and an error will be displayed.

If a user enters an email address into the field provided and Native logins have been disabled, the option to enter a password 
and the Sign In button are removed, requiring the user to login using approved credentials.
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Allowed Domains

All users from a particular domain attempting to login to an app are subject to the policy rules set-up by their administrator as 
shown above.  The administrator can pair other domains with this one to allow users to authenticate using the credentials 
allowed by either domain.

For example, if Domain A only allows its users to authenticate with Google, and Domain B only allows Salesforce credentials, 
once paired, users from either domain will be able to login using either set of credentials.  The allowed login methods from each 
domain are combined.  

The user must have an account on the authorizing platform / application before they can use those credentials to login.  For 
example, to use Salesforce credentials, the user must have a Salesforce account.

Linking Domains

1. Open a browser and go to accounts.zang.io.  Login using administrator credentials for the domain.

Note:  If one of the domains allows all login methods, then both domains will allow all login methods.

Caution:  Consider the issue carefully before pairing 2 domains as it can become complicated if the domains are 
ever separated.  Users from both domains will have new email addresses created for the disconnected domain.

Domain A Domain B

Only allows Google login Only allows Salesforce login

bob@domainA.com must login
using Google

jane@domainB.com must login
using Salesforce

Domains Paired

Google and Salesforce allowed

bob and jane can login
using both Google and Salesforce
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2. From the dashboard, open Manage Companies and select the company to edit.

3. Go to the Policy tab, and open Login Options.
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4. When Allow All is enabled for Allow emails with the following domains, the domains that use the login methods configured 
by the administrator are those already defined for the company under the Domains tab.

Disable Allow All.  In the space provided, enter the name of another domain to share login methods with, then click Add.

When prompted, click Add to confirm the change.

5. When ready, click Save.

6. The admin for the other domain must also follow steps 1-5 for their domain.

Important!:  If the administrators for both domains do not follow this procedure, then the pairing will not occur.  Both 
domains must accept the pairing or the procedure will fail.

Note:  One domain can be paired with any number of others.  The administrators for both sides of the pairing 
must add the domain of the other or the sharing cannot occur.  Each pairing is a one-to-one relationship and has 
no affect on any other pairing involving either domain.
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APPENDIX C: REVISION HISTORY

Date Issue Change Summary

2 March, 2017 1.0 Initial GA document release.

4 April, 2017 1.1 Included Chrome Extension.

5 May, 2017 1.2 Added chapters for the Outlook add-on and the 
Outlook plug-in features.

4 August, 2017 1.3 New admin menu items added.  Redesign of the 
UI has been included.

6 October, 2017 1.4
Updated UIs with recent changes.
Added chapters for Microsoft Office 365 and 
Outlook integration.

14 December, 2017 1.5 Clarified and added pop-up notification images.

20 April, 2018 1.6 Added support for Microsoft Teams.
General update.

19 June, 2018 1.7 Rebranded to Avaya Spaces.
Included instructions for Public Spaces.

30 October, 2018 1.8 Updated the company and domain setup section.
Expanded upon bulk user imports via CSV.

31 January, 2019 1.9

Revised the installation for the O365 add-in. 
Rebranded Zang Spaces to Avaya Meeting 
scheduler.
Incorporated the Slack integration document into 
its own chapter.

20 February, 2019 2.0 Release of v2.0.
Added Security Overview chapter.

18 March, 2019 2.1
Updated for new User Interface.
Included Public Spaces and Personal Meeting 
Rooms.

15 April, 2019 2.2 Added appendix for Security Policy through 
accounts.zang.io.

6 June, 2019 2.3
New device selection feature (microphone, 
speaker, camera).
Full screen video as default.  More UI updates.

5 July, 2019 2.4 Added Option to delete a Space, and to Hide or 
Delete a Direct Message contact.

19 July, 2019 2.5
A new app that enables integration natively from 
within MS Teams was added.  This is in addition 
to the Chrome extension.

22 October, 2019 2.6 Rebranded to Avaya IX Spaces
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6 January, 2020 2.7

Added Network Quality Meter, Zoom function for 
screen sharing, and the Unread Messages 
indicator.
Removed AMS video setting and other references.
Changed IX Spaces plug-in references to Avaya 
Agenda.  
Updated icons for Teams integration.
Reworked network requirements under Security 
Overview.

16 January, 2020 2.8 Included new feature for Message Retention.

9 March, 2020 2.9
Added note requiring avayacloud.com to be 
added to a site’s whitelist.
Removed IX from the Avaya Spaces.

Date Issue Change Summary
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